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QUESTION NO: 1
KEUTILEALTFNY TOBINBEEIZECRRERRLT, LTOEBICEXTLE
=0,

ike 0:H2S 0 1:shortcut 10.200.5.1.:0 10.1.2.254->10.1.1.254

ike 0:H2S 0 1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, id=4134df8580d5cdd/ce54851612c7432f:a21f14fe

ike 0: comes 10.200.5.1:500->10.200.1.1:500,ifindex=3.. ..

ike 0: IKEv1 exchange=Informational id=4134df8580d5bcdd/ce54851612¢7432f:6266¢e¢8¢
len=196

ike 0:H2S 0 1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S 0 1: recv shortcut-query 16462343159772385317

ike 0:H2S 0 0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, id=7c6bbecca6700a935/dba061eaf51b89f7:b326d2a

ike 0: comes 10.200.3.1:500->10.200.1.1:500,ifindex=3.. ..

ike 0: IKEv1 exchange=Informational id=7c6b6cca6700a935/dba061eaf51b89f7:1¢1dbf39
len=188

ike 0:H2S 0 0:16: notify msg received: SHORTCUT-REPLY

ike 0:H2S 0 0: recv shortcut-reply 16462343159772385317
f97a7565a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S 0 0: shortcut-reply route to 10.1.2.254 viaH2S 0 129

ike 0:H2S: forward shortcut-reply 16462343159772385317
f97a7565a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64 ttl 31
ike 0:H2S 0 1:15:enc

ike 0:H2S 0 _1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
len=188, 1d=4134df8580d5bcdd/ce54851612c7432f:70ed6d2c

FNYTHACEIVT, COT7I—K1ORERFZOVPNOBR TEMCEZ >TLETH
?

A. auto-discovery-sender

B. auto-discovery-forwarder

C. auto-discovery-shortcut

D. auto-discovery-receiver

Answer: D

QUESTION NO: 2
BEEN, 200X N—%2EFEODHAVZARX—THAEY > a RIBEEMICLELE, 7
SARVIZY MOty ZaviCEmeEh, EAAVIZY hNeRBiEhi-CEERTT
SdkEnTTNL?

A. redir.
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B. dirty.

C. synced

D. nds.

Answer: C

Explanation

The synced sessions have the 'synced' flag. The command 'diag sys session list' can be
used to see the sessions on the member, with the associated flags.

QUESTION NO: 3
ZHWIN ROMDZECRTRZERRL T UTOHEBICEXTI LS,

diagnose sys session list expectation

session in proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
sockflag=0 000 sockport=0 av idx=0 use=3

origin-shap B

reply-shaper=

ha id-0 policy dir=1 tunnel=/

state=new compiex

statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0 tuples=2

orgin->sink: pre— st, reply pre->post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir-org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook-pre dir-org act-noop 0.0.0.0: 0.0.0.0:0(0.0.0.0:0)
pos/ (before, after) 0/(0,0), 0/(0,0)

o=0 chk client info=0 wd=0

HAOICBEUTELVRRFATTALA ? (22BIRLTLEEZL, )

AChix, Ev2a s AlLN—ICi 2 THERENDFEOEYS 3> TT,
B.TOABNDKRZTT74Y 9 (IP7RLAR10.171.12238Hh 5% ) k. XV ARKY FIPF7 R
L A10.01.10IC)L—F 1 > T&Eh&xT,

CTDFBNDKRZTT714Y Y (IP7RLA10.171.122.38Hh 5%k % ) &, FTVARKY TIPF7 R
L A10.200 1.1 )—FT 1 T &ENFT,

D.chik, ZP7VTr—>a H@7O7 74 ILICK 2> TERE WD FEOEY I TT,
Answer: A C

QUESTION NO: 4
BRICKRENS ips anomaly
istOZH L ON ROEDZFANET T, UTOEBICEATEE L,
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# diagnose 1ps anomaly list

list mds meter:

id=ip_dst_session ip=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos id=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session  ip=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
1id=tep_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
id=ip_src_session ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=30
id=udp src_session  1p=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=22

COOANVROBAICEEDIPT RLANFEENETH?
ARNTT4YONFDoSKRII—IC—BTBED,

B.RZ 74V INIPSEH—E—HTBED,

CRZ T4V ION—BTBDoSRKRIS—DLEWVMEZEALED,
D.PStEUH—ICL2TRT T4V IONREELTREETNEA,
Answer: A

QUESTION NO: 5

CLIJY > Rset Intelligent-mode <enable |

disable>ld, IPST 2 DBEBAF Y U EMEZHBLET. KODAT—MXU D55, |
PSEWAF ¥ ICDOVWTHALTWLWREORENTTA ?
ASATLAEBRICESVTHAELRIPS IOV OREHRZRELET,
BAXYEHIZEIVT, FDSASHVFN RTEREAX DV O—RLET,
CtY>arvhITAVIDAF YU ZFELTEIDIC T BLEMZHBRLET,
DEATEEZXE)ERTENTVIREDZATICETVT, —BI3T7INIdVXL%EE
RUET,

Answer: C

Explanation

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive
detection method. This command is enabled the default and it means that the IPS engine will
perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning
and offload the traffic to NPU or kernel. It is a balanced method which could cover all known
exploits. When disabled, the IPS engine scans every single byte.

config ips globalset intelligent-mode {enable|disable}end

QUESTION NO: 6
RBRICERTRENTLS diagnose vpn tunnel
listy AN ROEDZFAXNE T, UTOEBICEA T EE L,
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#diagnose vpn tunnel list
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound i1f=2
parent=DialUp index=0
proxyid_um=1 child num=0 refent=8 ilast=4 olast=4
stat: rxp=104 txp=8 rxb=27392 txb=480
dpd: mode=active on=1 1dle=5000ms retry=3 count=0 segno=70
natt: mode=silent draft=32 interval= 10 remote_port=64916
proxyid= DialUp proto=0 sa=1 ref=2 serial=1 add-route
src: 0:0.0.0.0.-255.255.255.255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 type=00 soft=0 mtu=1422 expire =42521
replaywin=2048 seqno=9
life: type=01 bytes=0/0 timeout= 43185/43200
dec: spi=cb3a632a esp=aes key=16 7365e17a8fd555ec38bitad7d650c1a2
ah=shal key=20 946btb9d23b8b53770dcf48ac2at82b8cccbHaa8s
enc: spi=da6d28ac esp=aes key=16 3dcf44acTc816782ea3d0c9a977ef543
ah=shal key=20 7cfde587592fc4635ab8db8ddf0d851d868b243f
dec:pkts/bytes=104/19926, enc:pkts/bytes=8/1024

ENQIXY RZFEAL T, VPN

DialUP_OMESPRZ 7 A Y VB AZY JA VI TEXRIN?
A. diagnose sniffer packet any 'port 500’

B. diagnose sniffer packet any 'esp’

C. diagnose sniffer packet any 'host 10.0.10.10'

D. diagnose sniffer packet any 'port 4500

Answer: D

Explanation
NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port

4500 when NAT-T is enabled.

QUESTION NO: 7
PN ROBOWBHAZECRFZRRALT, UTOEBICEATIEZY,
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Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VPN ver=1 serial=1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto/l1 encap=none/0
proxyid num=1 child num=0 refcnt=15 ilast=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 seqno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VEN proto=0 sa=l1 ref=2 serial=1
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 segno=1 esn=0
replaywin lastseg=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf66d esp=aes key=16 280e5cdé6f9bacc6bac771556c464ffbd
ah=shal key=20 c68091d68753578785de6a7a6b276b506c527efe
enc: spi=dfl14200b esp=aes key=16 b02a7e9f5542b6%9aff6aa391738ee393
ah=shal key20 889f£7529887c215c25950be2baB3e6fela5367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

HAILEIVT, ROBROSEELVEDRFKENTITH ?
A. Anti-replay is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.
Answer: A

QUESTION NO: 8
debug X ROMOZBECRBRZEZRRL T, ATOEBICERTILEEL,

#dia hardware sysinfo shm
oHM counter: 150
oHM allocated: 0
SHM total: 625057792
conserve mode: on - mem

system last entered: Mon Apr 24
last entered: n-a
total: 641236992
free: 0641208320
avail: 641208320
alloc: 28672
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B.Ji#%. FDEFWE—RTY,

CRE. XTUFERHEN N ZVED, D—FKIRFE—RIZHZ2>TVET,
DAEUFEAENZVWLEY, BEATLARFEE—RTY,

Answer: D
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